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MAJOR US ELECTRONICS MANUFACTURING
COMPANY SUFFERS CATASTROPHIC
RANSOMWARE ATTACK
A 50-year-old electronics manufacturing company, with a
stellar reputation, and equipment used in everything from
space development to home appliances is suddenly hit by a
ransomware attack from what appears to be a Russian
hacker. At risk is the company’s reputation, its financial
stability, and its promise to keep government and corporate
client information secure and private.

The company leadership contacted Inovo InfoSec for urgent assistance.
That call ultimately saved their company, preventing protected sensitive
data from being sold on the dark web and enabling them to return to
business as usual in the shortest possible timeframe. The call also
resulted in a significant partnership that offered quick help and then built
a strong relationship with lasting outcomes:
The company saw Inovo as an organization that could not only address
immediate areas of risk in their technology, but also create a strategic
roadmap of internal Information Technology and Security controls to keep
themselves and their clients protected.
Inovo helped this organization of several thousand employees grow from
a CIS Security Maturity Level 0.5 to over a Security Maturity Level 3 in just
under 12 months.
Inovo successfully represented the state of their internal Information
Technology and Security controls to protect their high-end clients.

The creation of this partnership has allowed the company opportunities
to skyrocket. Here’s how it happened.

THE CHALLENGE
With Fortune 500 clients, and government defense contracts, the company had
just started talks to improve its security.
Before the proper security controls could be implemented, a threat actor broke into an
internal computer and found the organization’s most privileged username and password in
a spreadsheet. This bad actor took advantage of the administrator credentials and injected
Ransomware throughout the organization. The entire server and workstation environment
was encrypted within a few hours and the manufacturing operation came to a halt. The bad
actor wanted a large ransom payment for the password to decrypt their computer data and
get back to work. The company decided not to pay the ransom, and instead restored their
systems from backups. This took weeks, and manufacturing operations were down during
the restore, costing millions of dollars. Management had to create free email accounts to
communicate with their customers because their email was down. Once the network came
back online, manufacturing resumed.
Despite managing to restore business as usual, the root cause of the breach had not been
identified. The compromised password wasn’t changed, and the threat actor created
additional privileged administrator accounts to use in a future attack. The threat actor
waited until a holiday weekend and struck again, this time asking for a higher payment.
The Company realized they now needed outside assistance and reached out to Inovo
through a trusted industry contact. Inovo’s experience and credentials met their
requirements. In addition, their model of service quality and partnership paired perfectly
with Inovo’s core values and internal customer service delivery culture.

THE COMPANY

THE RESPONSE

The electronics manufacturing business started on the west coast almost
half a century ago with a goal of attracting and retaining talent to provide
quality manufacturing services to their customers, earning them
recognition as a reliable and trusted manufacturing partner. The company
recognizes the importance of providing quality products, continually driving
and implementing process improvements to better serve their customers.

Inovo provided immediate counsel to the Company’s executive team and set to work,
quickly discovering that the domain administrator account had been used to create
multiple other privileged administrator accounts which were used during the encryption
attack. This time, all of the compromised assets were taken offline, restored from backup,
and fully hardened to a Center for Internet Security (CIS) benchmark before they were
brought back online.

Jeff Gulick
COO, Inovo InfoSec

“We were able to identify all
the affected systems and
restore and clean them
before they were brought
back into service.”

“We were able to bring them back online
within three days, and with a high
certainty that we found the root cause of
the breach. And at this point we have
been engaged with them for over a year
and have not had a repeat incident.”

“Simply put, if we hadnʼt
been there, they would have
been breached a second or
third time.”

THE RESULTS
The Company was back online quickly with minimal downtime –
days not weeks this time.
All passwords were changed network-wide, and 350 vulnerabilities that were
discovered on the firewall were remediated.
A Security Maturity Level Assessment was completed, and it was established
that the business was operating at a CIS Security Maturity Level of 0.5, near the
bottom of the assessment standard.

Aside from the obvious internal risk factor to the business, this low rating was
preventing the company from working with some of their top tier customers and
government contractors, due to the stringent vendor security, compliance
requirements, and exposure from the recent attacks.
Using Inovo’s vCISO service, a remediation plan was actioned and through
implementing policies and protecting data, the CIS Security Maturity Level
rating quickly rose to above a 3 in less than a year.
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Start with a
Security Maturity
Assessment

Build the foundations of world class
cybersecurity for your business,
beginning with our Security Maturity
Assessment.

Identify your biggest risks and where your efforts should be
focused – all based on security best practice and recognized
frameworks (including NIST CSF, ISO 27001, and the CIS Top
20 Critical Security Controls).

DON'T RISK A RANSOMWARE ATTACK PUTTING YOU OUT OF BUSINESS
Regardless of where you are now, the first step to upping your cybersecurity game is to conduct a comprehensive Security Maturity Assessment. The
process involves a cybersecurity gap assessment and an extensive exploration of security risks to identify your security maturity level. The report will
prioritize your security risks, give you actionable insights, and help you focus your strategy.

https://inovois.com/contact-us/
TAKE
ACTION TODAY AND BOOK AN ASSESSMENT

ABOUT INOVO INFOSEC
Inovo InfoSec helps its clients drastically reduce cybersecurity risk and stay
compliant in the face of today’s online threats.
We work with our clients to implement adequate security controls, establish IT and
security policies, and develop ongoing security controls that are based on the
National Institue of Standards and Technology (NIST) Cybersecurity Framework.
Inovo InfoSec takes the seemingly overwhelming cybersecurity and compliance
requirements breaking them down into manageable and commonsense processes.
We assist with implementation and management of these controls and provide
ongoing 24/7 managed cybersecurity detection services using AI-driven, Open-XDR
intrusion detection technology.
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1017 N. La Cienega Blvd. Suite 320,
Los Angeles CA 90069
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